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CHAPTER 5
Civil Liberties and

Security in Cyberspace

Ekaterina A. Drozdova

Measures to protect information systems against cyber attacks are
receiving increasing attention as the threat of attacks grows and the
nature of that threat is better understood. Among these measures are
sophisticated technologies for monitoring computer networks and us-
ers, detecting intrusion, identifying and tracing intruders, and preserv-
ing and analyzing evidence, all discussed in the previous chapter. What
legal standards should govern the use of these measures? What non-
technical constraints are likely to be placed, or ought to be placed, on
them? What importance should be assigned to these constraints in
designing and implementing technologically robust solutions, as well
as international agreements to facilitate law enforcement?

Specific answers to these questions will ultimately be determined
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by evaluating the specific measures or agreements proposed. But cer-
tain legal principles are broadly applicable, including the right to pri-
vacy, the protections against self-incrimination and unwarranted
searches and seizures, and the right to due process of law. These civil
liberties are supported in international law and guaranteed in varying
forms by the national laws and institutions of many countries. An
international regime against cyber crime and terrorism must operate
within the constraints of these principles, as defined by the legal frame-
works of its States Parties.

There is often a tension between protecting civil liberties and en-
forcing laws to maintain public safety and order. States resolve this
tension differently. Agreeing upon acommon global level of protection
of citizens’ rights is problematic owing to international variance in
normative standards, legal practices, and political objectives. An in-
ternational common denominator could reduce the level of protections
currently afforded in some states to the level of authoritarian states.
In the interest of promoting international cooperation and a timely
response to the growing threat of cyber attacks, seeking measures other
than agreement on a specific level of protection is more likely to suc-
ceed.

However, the differences in domestic values and rules may allow
misuse of systems set up for preventing, tracking, or punishing cyber
crime. The diversion of technologies for illegitimate purposes—such
as unwarranted surveillance—is a real threat, especially in countries
that give little weight to civil liberty principles constraining such ac-
tivities. Countries may be tempted to circumvent legal constraints,
moreover, when faced with a national security threat. Systems set up
for international cooperation would also introduce new cyber vulner-
abilities, since they may be ““hacked” or ““cracked” and misused by
criminals or unauthorized persons. States should address these dangers
in the course of developing forms of international cooperation that
extend to sharing information and coordinating technology.

This chapter considersthe basic protective and reactive approaches
to security in cyberspace in section 1 and the legal principles that apply
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to security measures in sections 2 and 3. Issues concerning search,
seizure, and due process of law apply primarily to criminal law en-
forcement. Threats to privacy, however, extend beyond law enforce-
ment into commercial and all other spheres of social life; privacy is
discussed in section 2 in this broader context, and in section 3 the
discussion turns to criminal law and constraints on police behavior in
the course of investigations. Applicable aspects of the right to freedom
of expression are addressed throughout.*

|. Protective and Reactive Approaches to
Security in Cyberspace

The world’s use of and dependence on international computer net-
works fosters transnational computer crime. Sophisticated criminals
are able to operate from a distance and cover up or confuse the origins
of their attacks. To respond to attacks in a timely and effective manner,
system operators need to monitor user behavior and detect intrusions
in real time. To identify suspects and launch investigations once a
crime is detected, large-scale screening, tracing, and analysis of elec-
tronic evidence may be required.

Such methods demand substantial commitments of technological,
economic, and human resources. States, as well as commercial and
other public and private entities, face difficult trade-offs in allocating
resources to fight cyber crime. Increased network security and inves-
tigative measures may come at the expense of network performance,
privacy, and users’ desire for anonymity. States may also find their
domestic laws, national security objectives, and political or economic
priorities at odds with the conditions required for effective interna-
tional cooperation. Restrictions on cross-border flows of information
imposed for policing purposes may impede electronic commerce and
other transactions.

There are two basic approaches to security in cyberspace: a pro-

1. On freedom of expression in cyberspace, see also Reno v. American Civil
Liberties Union, 521 U.S. 844 (1997).
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tective one and a reactive one.? Each is constrained in different ways.
The protective approach aims to deter criminals through measures
that deny access or make a potential target less vulnerable to an attack.
This approach is focused on defense. It involves designing more secure
Internet protocols, introducing trusted routers and virtual private net-
works, and utilizing firewalls, encryption, automated intrusion-detec-
tion systems, and other security measures. The reactive approach seeks
to deter the threat through effective investigation, prosecution, and
punishment.® Both approaches involve monitoring and diagnosing
abnormal and unauthorized activity. The protective approach favors
automation as well as oversight and decisionmaking by computer
security experts. The reactive one depends more heavily on the partic-
ipation of law enforcementand requires end user—oriented (rather than
anonymous) traffic analysis, which may be as intrusive as scanning of
attached files, keyword searches, and content filtering for signs of
potential breaches of criminal law. Real-time investigative capabilities
may extend to creating embedded data collection infrastructures and
modifying hardware and/or software to provide for confidential law
enforcement access to business, governmental, and private computer
networks.*

The two approaches can be complementary. Their relative weights
depend on the preferences and capabilities of implementing parties.
Although there are significant obstacles to achieving high levels of
cyber security,® the protective approach is likely to facilitate greater

2. Asdiscussed at the Conference on International Cooperation to Combat Cyber
Crime and Terrorism, Hoover Institution, Stanford University, December 6-7, 1999.
Neither exhaustive nor mutually exclusive, the two approaches provide a useful frame-
work for evaluating with respect to civil liberties the technical and legal measures
against cyber crime.

3. Whitfield Diffie, presentation at the Stanford Conference, December 6-7,
1999.

4. Forms of this are being implemented by the Russian and U.S. governments, as
discussed in the privacy section below.

5. These obstacles include budget constraints, technical complexity, unclear re-
sponsibilities, security weaknessesin products, lack of awareness, lack of good security
tools, lack of competent information security personnel, privacy and ethics issues, and
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security with less intrusion. The reactive approach may be more effec-
tive in cases of inadequate defense and in safeguarding users who are
unable to afford, or unwilling to implement, sufficient protective mea-
sures. However, the reactive approach is inherently more intrusive and
more threatening to civil liberties.

2. Privacy and Data Protection

Among the issues considered in this chapter, privacy in cyberspace is
the most controversial and publicly debated. Privacy concerns not only
the context of law enforcement but also day-to-day business practices
and an individual’s ability to control the treatment of personal data
made available in electronic format or accumulated during Internet
use. Commercial exploitation of personal data without consent is
already leading to enhanced legal protections for privacy. The enforce-
ment of such protections will raise the issue of the desirability of using
protective versus reactive methods, leading to discussions of what can
be done to ensure that any method used will protect privacy interests
against unwanted intrusion.

The Value, Law, and Status of Privacy Protection

Privacy is not an absolute, well-defined, or uniformly protected value.
Individuals, organizations, and societies have traditionally sacrificed
some privacy in exchange for greater security, economic gain, or con-
venience. Trade-offs between privacy and intrusion (by government,
industry, etc.) reflect the different historical and social contexts in
which they were made. The norm of privacy is linked to an individual’s
independence, dignity, and integrity.

legal or regulatory issues. Yet computer security requires a comprehensive and inte-
grated approach, which extends throughout the entire information life cycle and
recognizes the interdependencies of information security with such factors as system
management, organizational management, legal issues, and physical and personnel
security. See Dorothy E. Denning, Information Warfare and Security (Reading, Mass.:
ACM Press and Addison-Wesley Longman, 1999), pp. 396, 397-400.
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Protection of privacy has evolved historically through interna-
tional and domestic law. Privacy is a fundamental human right rec-
ognized by the 1948 Universal Declaration of Human Rightsand many
other international and regional instruments and treaties.® The Uni-
versal Declaration proclaims that ““no one shall be subjected to arbi-
trary interference with his privacy, family, home or correspondence,
nor to attacks upon his honour and reputation,” and “everyone has
the right to the protection of the law against such interference or
attacks.”” It also states that ““everyone has the right to freedom of
opinion and expression; this right includes freedom to hold opinions
without interference and to seek, receive and impart information and
ideas through any media and regardless of frontiers.””® These provi-
sions create the basic international law framework for the right to
privacy, which extends to cyberspace.®

On the national level, privacy is protected through a combination
of constitutional and legislative instruments and self-regulation.
Nearly every country in the world recognizes a constitutional right to
privacy, including at least the rights to inviolability of home and se-
crecy of communications. Some recently written constitutions, such
as those of South Africa and Hungary, contain rights to access and
control of one’s personal information. In countries where the right to

6. The Universal Declaration of Human Rights, UN GA Res. 217A (I11) (1948)
and the International Covenant on Civil and Political Rights, UN GA Res. 2200A
(XXI) (1966, entry into force 1976), oblige state signatories to adopt legislative and
other measures to protect against unlawful and arbitrary interference with and attacks
on privacy by state authorities or natural or legal persons. The 1950 European Con-
vention on Human Rights (Council of Europe, European Treaties, ETS No. 5) is a
binding treaty that obligates its signatories to protect privacy interests, such as the
right to private and family life, home, and correspondence, and enforces this obligation
through the European Court of Human Rights. A state, person, nongovernmental
organization or group of individuals claiming to be a victim of a violation by a
contracting party may apply to the court for redress.

7. Universal Declaration of Human Rights, art. 12.

8. lbid., art. 19.

9. Stein Schjolberg, Chief Judge, Moss Byrett City, Norway, ““Legal Mechanisms
for International Cooperation—Protecting Privacy and Other Rights,” presentation
at the Stanford Conference, December 67, 1999.
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privacy is not explicitly guaranteed by the constitution—the United
States, Ireland, and India, for example—this right has been established
through other legal provisions or judicial rulings.*®

The advent of information technology provided a new context in
which to consider privacy and a new legal impetus for the protection
of personal data. The first modern legislation on collecting and han-
dling personal data emerged in the early 1970s in Sweden (1973) and
the United States (1974).1* The Organization for Economic Cooper-
ation and Development (OECD) was the first international organiza-
tion to issue a policy, “Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data,” adopted in 1980 (see Figure 1).
The OECD’s policy applies to personal data, whether in the public or
private sectors, that pose a danger to privacy and individual liberties
because of their nature or the manner in which they are processed and
used.*?

Development of international standards continued in the 1980s
and 1990s. The Council of Europe (COE) adopted a “Convention for
the Protection of Individuals with regard to the Automatic Processing
of Personal Data” (1981) and “Guidelines on the Use of Computerized

10. The 1995 U.S. Department of State review on human rights practices reported
that 110 countries guaranteed the right to privacy in their constitutions. See David
Banisar, “U.S. State Department Reports Worldwide Privacy Abuses,” excerpts from
“U.S. Department of State Country Reports on Human Rights Practices for 1995,
Privacy International, available at (www.privacy.org/pi/reports/1995_hranalysis.
html). The 1999 survey by the Electronic Privacy Information Center (EPIC) (“‘Privacy
and Human Rights: An International Survey of Privacy Laws and Developments™)
updated this count to nearly every country and reported that at least 55 countries do
not have constitutional provisions on privacy but establish protections through other
legal means. For a discussion of privacy law in the U.S., see Robert Gellman, “Does
Privacy Law Work?” in Philip E. Agre and Marc Rotenberg, eds., Technology and
Privacy: The New Landscape (Cambridge, Mass.: MIT Press, 1998), pp. 193-218.

11. Ulrich Sieber, “Legal Aspects of Computer-Related Crime in the Information
Society—COMCRIME-Study—prepared for the European Commission,” Version
1.0 (January 1, 1998), Section 1.B.2.a, “Protection of Privacy,” pp. 62—-64.

12. “Implementing the OECD Privacy Guidelines in the Electronic Environment:
Focus on the Internet,”” Group of Experts on Information Security and Privacy, OECD,
DSTI/ICCP/REG(97)6/FINAL, pp. 6-10.
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Fig. 1. Development of law for privacy protection in cyberspace. Updated
from Ulrich Sieber, “Legal Aspects of Computer-Related Crime in

Information Society” (1998).
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Personal Data Flow” (1989).® The United Nations (UN) produced
“Guidelines for the Regulation of Computerized Personal Data Files”
(1989).* These documents establish principles of minimum privacy
guarantees for personal information at all stages of its collection,
storage, and dissemination by other parties. They also create new
rights for “data subjects”’—those whose data are collected and manip-
ulated by government agencies, businesses, and so on—requiring that
accurate and up-to-date personal information must be obtained fairly
and lawfully, used only for the original, intended purpose, and de-
stroyed after the purpose is achieved. Data subjects are granted the
right to access and amend information about them.

The 1995 European Union (EU) Data Protection Directive estab-
lished a regulatory framework for free movement of personal data,
while allowing individual EU countries to exercise their unique ap-
proaches to implementation. “Data subjects” are guaranteed the right
to know where the data originated, the right to have inaccurate data
corrected, the right of appeal in the case of unlawful processing, and
the right to deny permission to use data under certain circumstances.®
The 1999 COE Recommendation provides guidelines for the protec-
tion of privacy on the Internet.** Whereas the COE and UN guidelines

13. The Convention (ETS no. 108, January 28, 1981, Entry into force: October
1, 1985) has since become law in over twenty countries. See “Privacy and Human
Rights: An International Survey of Privacy Laws and Developments,” Electronic Pri-
vacy Information Center (EPIC) in association with Privacy International (1999), p.
10.

14. UN GA Res. 44/132, 44 UN GAOR Supp. (No. 49) at 211, UN Doc. A/44/
49 (1989).

15. Directive 95/46/EC of the European Parliament and of the Council “On the
protection of individuals with regard to the processing of personal data and on the
free movement of such data.” “Council Definitively Adopts Directive on Protection
of Personal Data,” European Commission Press Release: 1P/95/822, July 25, 1995.

16. Recommendation no. R(99)5 of the Committee of Ministers to Member States
for the ““Protection of Privacy on the Internet: Guidelines for the protection of indi-
viduals with regard to the collection and processing of personal data on information
highways,” adopted by the Committee of Ministers at the 660th meeting of the
Ministers’ Deputies, February 23, 1999. The text of the Recommendation can be
viewed at (http://www.coe.fr/cm/ta/rec/1999/99r5.htm).
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are recommendations, the EU Directives are binding: member states
must adopt them into their domestic law.

Currently, nearly fifty countries and jurisdictions have enacted or
are in the process of enacting privacy laws, designed to ensure com-
patibility with international standards, to address past government
abuses, and/or to promote electronic commerce.t’

Threats to Privacy in Cyberspace

Privacy in cyberspace is threatened by businesses and other entities
that collect and manipulate personal data, by criminals who steal such
data or stalk people over the Internet, and by governments that pursue
surveillance or allow intrusive law enforcement practices. Sophisti-
cated electronic capabilities to collect, analyze, manipulate, and dis-
seminate information, as well as to enable tracking, surveillance, and
interference with communications, create unprecedented challenges to
privacy. Such technologies are becoming more effective, available, and
affordable internationally. At the same time, globalization and grow-
ing dependence on information technology in all spheres of society
have led to a dramatic increase in the level of electronically compiled
and transmitted personal data. The differences in domestic legal stan-
dards and practices also endanger private data transmitted over inter-
national networks. Even if one state has robust privacy laws, it cannot
currently guarantee equivalent levels of protection once the data flow
beyond its borders. Gaps in protection will be created to the extent
that market forces undervalue privacy, laws and law enforcement fail
to keep up with technological capabilities, and international discrep-
ancies undermine domestic levels of protection.

17. Electronic Privacy Information Center (EPIC) Privacy Survey (1999), p. v. For
specific information on laws and instruments for the protection of privacy and per-
sonal data in various countries, see “Inventory of Instruments and Mechanisms Con-
tributing to the Implementation and Enforcement of the OECD Privacy Guidelines
on Global Networks,” OECD, DSTI/ICCP/REG(98)12/FINAL; and “Excerpts on
Privacy from U.S. State Department Human Rights Guides,” prepared by Global
Internet Liberty Campaign, available at ¢http://www.gilc.org/privacy/).
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The U.S. Federal Trade Commission found that privacy policies,
posted on many commercial websites, did not provide sufficient pro-
tection for on-line consumers.® Businesses track on-line behavior, sell
personal information, and misuse personal profiles built on the basis
of financial, medical, and other sensitive information.*®* Employers’
intrusion into electronic communications of employees in the work-
place is another area of concern. Privacy protection is often subordi-
nated to property rights of employers as the providers of their em-
ployees’ electronic communication services. In the United States, for
example, legislation prohibits employers from eavesdropping on the
private telephone conversations of their employees at work, but no
similar protection extends to electronic mail communications.?°

Criminals take advantage of deficiencies in the protection of sen-
sitive information transmitted and accumulated in electronic form.
Identity theft is among the fastest-growing cyber crimes; in the U.S.
alone, it has increased more than 300 percent, from 7,868 cases in
1997 to 30,115 in 1999. Pedophiles entice victims in Internet chat
rooms and use electronic communications to arrange actual meetings.
Spurned suitors forge vindictive e-mails inviting rape.?* Stalkers iden-
tify victims on the Internet and threaten them physically.??

The spread and growing severity of cyber crime require greater
security and better law enforcement.>®> Where security and policing
methods are intrusive, achieving these objectives may demand some

18. Schjolberg, “Legal Mechanisms for International Cooperation.”

19. See Jeffrey Rosen, “The Eroded Self,” New York Times Magazine, April 30,
2000, pp. 46-53.

20. See Ann Beeson, “Privacy in Cyberspace: Is Your E-mail Safe from the Boss,
the SysOp, the Hackers, and the Cops?” American Civil Liberties Union, Cyber-
Liberties (1996), available at ¢(http://www.aclu.org/issues/cyber/priv/privpap.html).

21. See Stephen J. Lukasik, “Combating Cyber Crime and Terrorism,” presenta-
tion at the Technical Seminar, Center for International Security and Cooperation,
Stanford University, May 2, 2000; Lukasik cites identity theft figures reported by the
Social Security Administration.

22. Sam Howe Verhovek, “Creators of Anti-Abortion Web Site Told to Pay Mil-
lions,” New York Times, February 3, 1999, p. A1l.

23. Chap. 1 of this volume.
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limitations of privacy. Should governments treat Internet communi-
cations like a phone call, paper correspondence, or a discussion in a
public place? Responses to this question determine the extent of per-
missible infringements, as well as the specific rules governing law
enforcement functions, and responses vary among states. Even the
relatively strong European Convention on Human Rights makes ex-
ceptions to the exercise of the right to privacy “in accordance with the
law,” when it is ““necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the coun-
try, for the prevention of disorder or crime, for the protection of health
or morals, or for the protection of the rights and freedoms of others.””24
Although the burden of proof to establish the need for this exception
rests with the potential intruder, the scope of the exception is very
broad. Many national laws have similar provisions. Such breadth can
lead to abuse if police attempt to assume excessive powers or govern-
ments pursue unlawful surveillance.

Caspar Bowden of the United Kingdom’s Foundation for Infor-
mation Policy Research has warned about the implications of improv-
ing detection, prosecution, and prevention of cyber crime at the ex-
pense of privacy:

There are now traffic-analysis tools commercially available to law
enforcement which can take telephone number logs in machine-read-
able form and draw “friendship trees,” which show the grouping
and relationships between parties calling each other in time, and can
match patterns of association automatically using sophisticated ar-
tificial intelligence programming.

There is enormous potential for law enforcement in increased use
of traffic analysis, but there are a number of fundamental distinctions
between traffic analysis of telephony, and Internet traffic—especially
in a fully wired Information Society. The Internet Protocol (“IP”)
abolishes any meaningful distinction between domestic and foreign
communications intelligence. A well-funded national communica-
tions intelligence agency, which already captures large quantities of

24. European Convention on Human Rights, art. 8.
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both traffic and content data and has the organization to process it
and integrate it effectively with other forms of intelligence gathering,
presents an enormous temptation to government simply to leverage
that capability for wider domestic coverage.

Intelligence-integrated traffic analysis is phenomenally corrosive
of civil liberties. If government was in a position to know which
websites you visit, what you buy online, the e-mail addresses of those
who e-mail you and those you have e-mailed, and analyze and archive
that information without hindrance, there is potential for an unprec-
edentedly serious abuse of power.?®

The threat of systematic government intrusion into electronic com-
munications has already received attention around the world. Russia’s
Federal Security Bureau (FSB) isimplementing an Internet surveillance
system that requires all Internet service providers (ISPs) to enable
routine FSB monitoring of communications.?® Russian human rights
advocates report that many of the country’s 350 ISPs have already
been forced to comply, endangering secrecy of communications and
other civil liberties of users and persons whose sensitive information
may be transmitted over the Internet.?” The U.S. Federal Bureau of

25. Caspar Bowden, “Unprecedented Safeguards for Unprecedented Capabili-
ties,” Foundation for Information Policy Research (FIPR), United Kingdom, presen-
tation at the Stanford Conference, December 6—7, 1999.

26. This System to Conduct Investigations and Field Operations in Russia is
known as SORM, which stands for Sistema Operativno-Rozysknykh Meropriiatii. In
an open letter to the Russian government, representatives of the Russian Internet
community and organized Internet societies stated that “particular danger nests in the
Technical Requirements for SORM. Today’s version of legislation puts the control
for the presence of a jury or prosecutor’s warrant in the hands of the same authority
that is doing wiretapping. This approach cannot guarantee in practice to Internet users
their constitutional rights.” The letter can be viewed in Russian and downloaded in
English at ¢http://www.libertarium.ru/eng/). See also Moscow Libertarium, ¢http://
www.libertarium.ru/), for a discussion and background documents on SORM.

27. “Russia’s Security Agency Spies on Internet,” Features and Commentary,
HPCwire, February 25, 2000. Article 23 of the Constitution of the Russian Federation
(1993) guarantees the right to privacy of correspondence, telephone communications,
mail, cables, and other communications. Article 24 forbids gathering, storing, using,
and disseminating information on the private life of any person without his or her
consent, and obligates state and local authorities to provide to each citizen access to
any materials directly affecting his rights and liberties unless otherwise stipulated by
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Investigation (FBI) is using a similar wiretapping system with special-
ized software that can scan millions of e-mails a second. When de-
ployed, the system must be connected directly into ISPs’ computer
networks, thus giving the government potential access to all customers’
digital communications. Typical Internet wiretaps last about forty-five
days, after which the FBI removes the equipment. Critics contend that
the system is open to abuse, raising dire privacy and security con-
cerns.?®

Threatening surveillance has also taken place on the international
scale. The United States, the United Kingdom, Canada, Australia, and
New Zealand allegedly engage in selective multinational screening of
telephone, fax, satellite, and Internet communications for foreign in-
telligence purposes. This system, known as Echelon, supposedly links
computers around the world to capture large volumes of information,
and to sort and analyze it through sophisticated keyword searches and
artificial intelligence aids. The information collected is compiled and
routed according to requests of the participating parties.® Allegations
of unlawful surveillance and violation of privacy, in the United States
and abroad, have been raised in regard to this system.=°

law. The Law on Operational Investigative Activity permits FSB, the Tax Police, and
the Ministry of Interior to monitor telephone and other types of communication
pursuant to a court order. Zakon Operativno-Rozisknoi Deiatelnosti (The Law on
Operational Investigative Activity), no. 144-FZ, (8/12/1995). See also Catherine New-
combe, “Russian Federation,” in Craig M. Bradley, ed., Criminal Procedure: A World-
wide Study (Durham, N.C.: Carolina Academic Press, 1999), pp. 294-95.

28. Neil King Jr. and Ted Bridis, “FBI’s System to Covertly Search E-mail Raises
Privacy, Legal Issues,” Wall Street Journal, July 11, 2000. See also testimony of James
X. Dempsey, Senior Staff Counsel, Center for Democracy and Technology, on “In-
ternet Security and Privacy,” before the United States Senate Judiciary Committee,
May 25, 2000.

29. See Echelon Watch, (http://www.aclu.org/echelonwatch/), administered by
the American Civil Liberties Union in conjunction with the Free Congress Foundation,
the Electronic Privacy Information Center, Cyber-Rights and Cyber-Liberties (UK),
and the Omega Foundation. “An Appraisal of Technologies of Political Control,”
European Parliament, Scientific and Technological Options Assessment, Working
Document (January 6, 1998), Luxembourg, available at ¢http://cryptome.org/stoa-
atpc.htm).

30. See: “Memo on International Electronic Surveillance Concerns” addressed to
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There are inherent dangers in a system for advanced monitoring,
searching, tracking, and analyzing of communications. Though it
could be very helpful against cyber crime and terrorism, it would also
provide participating governments, especially authoritarian govern-
ments or agencies with little accountability, tools to violate civil lib-
erties domestically and abroad. Correspondence of innocent people
could be intercepted and people could be repressed as a result. Systems
set up for international policing of cyberspace could also be hacked or
misused by an insider to undermine a participating government or to
damage the interests of a state. The technology and know-how, which
will be developed and provided to less technologically advanced coun-
tries in the course of international cooperation, could be used to en-
hance domestic surveillance and suppression by governments that dis-
regard human rights.

These threats exist now and they are likely to expand in the future
as advanced computer networking becomes pervasive in public and
private lives and methods for intercepting and analyzing information
become more sophisticated, widespread, and affordable. Integrating
attributed personal data from different systems could make compre-
hensive, detailed profiles available for retrieval, manipulation, and
abuse. Abuses by the private sector may range from inundation with
unsolicited targeted advertisements to various forms of covert discrim-
ination, such as denial of employment on the basis of prior knowledge
of health conditions, or denial of medical services on the basis of
financial debts. Such conglomerations of data would be vulnerable to

the United States Congress by the American Civil Liberties Union, Center for Democ-
racy and Technology, Eagle Forum, Electronic Frontier Foundation, Electronic Pri-
vacy Information Center, and Free Congress Foundation, January 7, 1999, available
at (http://'www.aclu.org/congress/I060899a.html); “Lawsuit Seeks Memos on Sur-
veillance of Americans; EPIC Launches Study of NSA Interception Activities,” Elec-
tronic Privacy Information Center Press Release, December 3, 1999, available at
(http://www.epic.org/open_gov/foia/nsa_suit_12_99.html); “French Prosecutor
Starts Probe of U.S. Spy System,” Reuters, July 4, 2000, reported at (http:/
news.excite.com/news/r/000704/08/news-france-usa-dc).
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identity theft and other cyber crimes. As for possible government
abuses, the totalitarian regimes of the twentieth century—with ubig-
uitous informers, government controls over all spheres of society, and
egregious violations of human rights—should serve as a reminder and
a warning.

Privacy Protection Modes and Constraints on
Measures Against Cyber Crime

Several models of data protection have emerged—public enforcement,
sector-specific regulation, and self-regulation—reflecting different le-
gal approaches to privacy. Methods are also used in combination. The
EU, Australia, Hong Kong, New Zealand, Canada, and many coun-
tries of Central and Eastern Europe have adopted the first model, in
which a public official (a commissioner, ombudsman, or registrar)
enforces a comprehensive data protection law. This official monitors
compliance, conducts investigations into alleged violations, and re-
quests legal action in case of a breach. The official is also usually
responsible for public education and international interaction with
respect to data protection and transfer. Alternatively, the United States
has adopted sector-specific rules (covering video rental records or fi-
nancial privacy, for example) rather than comprehensive laws. Sin-
gapore, Australia, and the United States also promote a form of self-
regulation, whereby companies and industries establish codes of prac-
tice. Enforcement in these cases typically proceeds through private, as
opposed to government, actions.3!

Industry self-regulation will be insufficient, however, as long as
market forces undervalue privacy in cyberspace. Sector-specific rules
may be sufficient, but protection may also fail if data are transferred

31. Global Internet Liberty Campaign (GILC) Privacy Survey 1997, Models of
Privacy Protection. See also David Flaherty, “Controlling Surveillance: Can Privacy
Protection Be Made Effective?”” in Agre and Rotenberg, eds., Technology and Privacy,
pp. 167-92. Flaherty is the Information and Privacy Commissioner for British Colum-
bia, Canada.
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or sold to entities in sectors with lower standards. Public enforcement
has provided higher levels of privacy protection, but it is vulnerable
to the same problem: transmittal of sensitive data beyond the networks
of the country with strong legal enforcement of privacy is likely to
result in decreased levels of protection.

The countries of the European Union protect personal data more
rigorously than the United States, and this discrepancy has fueled an
international controversy. The 1995 EU Data Protection Directive
requires that personal data may be collected only for specific, explicit,
and legitimate purposes. Only relevant, accurate, and up-to-date data
may be held. Member states of the EU are obliged to maintain these
standards when exporting or processing information pertaining to EU
citizens abroad, or they must halt the movement of data in the absence
of “adequate” (equivalent) protections. The United States has no sim-
ilar statute, and the EU considers the U.S. industry’s self-regulating
approach inadequate.®? To mitigate the ensuing limitations on trans-
border data flow, a “safe harbor’ agreement was recently reached that
will enable some U.S. companies to collect data about EU citizens, if
the companies demonstrate safeguards that meet European approval.
These companies will be required to give notice to European citizens
about how their information is to be gathered and used, allow them
to withhold data, and offer them reasonable access to their own re-
cords.® Such partial resolution toward greater privacy standards is
encouraging. Nonetheless, the dispute is alarming. If the most ad-
vanced democracies disagree on adequate protection of privacy, agree-
ment and observance of this norm can hardly be expected in a global
setting that includes less democratic and less accountable govern-
ments.

32. Hearing: “The European Union and Data Protection,”” European Parliament,
Committee on Citizens’ Freedoms and Rights, Justice and Home Affairs, the Com-
mittee on Legal Affairs and the Internal Market, February 22—-23, 2000. The hearing
program, statements, and background documents can be viewed at (www.europarl.
eu.int/dg2/hearings/20000222/libe/agenda/en/default.htm).

33. Robert O’Harrow Jr., “U.S., EU Agree on Privacy Standard,” Washington
Post, June 1, 2000, p. EO1.
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From the standpoint of security against cyber crime, the 1995 EU
Data Protection Directive does not necessarily impede law enforce-
ment activities and international cooperation in cyberspace. The di-
rective fully applies to the first two Pillars of the Treaty of the European
Union: (1) the European Community, which covers democratization
of the institutions, citizenship, and economic and monetary union, and
(I1) the common foreign and security policy. It is the third Pillar (111),
however, that addresses the issues of justice and home affairs, includ-
ing police and judicial cooperation to combat drug trafficking, inter-
national fraud, and other crimes.3* The scope of the directive does not
cover law enforcement procedures. This means that there are oppor-
tunities for international cooperation against cyber crime and also
threats to privacy in the course of such cooperation. Privacy-related
law enforcement practices are being examined by the European Com-
mission and may be subject to more intense scrutiny in the near fu-
ture.®

To compensate for the uneven or insufficient privacy protections
in commercial and public settings, and to reduce their vulnerability to
cyber crime, public and private organizations and individuals can
adoptexisting protective measures. Encryption, anonymous remailers,
proxy servers, and other technologies, described in the preceding chap-
ter, are commercially available.®® Many of these technologies offer
protection against cyber crime coupled with enhancement of privacy.
These include more secure network protocols and routers, encryption,
firewalls, virtual private networks, secure anonymous communica-
tions, challenge response systems, and security management applica-
tions. IP version 6 (IPv6), the next generation of Internet Protocols,
allows routers along delivery paths to record addresses of previous

34. The Maastricht Treaty that established the European Union and the three
Pillars can be viewed at (www.felixent.force9.co.uk/europe/eu.html).

35. See Hearing, European Parliament.

36. Stephen J. Lukasik, “Current and Future Technical Capabilities,” Chap. 4 of
this volume, in particular, section 2, “Defending Information Systems Against Cyber
Attack,” and the conclusion to the chapter.
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destinations in the header of the message. This feature would enable
the searching and tracing of suspect messages without prior disclosure
of their content or author, thus protecting the identity of the sender
and the secrecy of communications.3”

Information exchanges among computer security staff regarding
modes of penetration and attack, suspected crimes, early warnings,
and anomalies in computer operation can facilitate prevention and
timely incident response. Incentives for greater protection can be cre-
ated by placing more legal or financial responsibility on the owners
and principal operators of computers and networks—be they busi-
nesses, organizations, or individuals. Stronger cyber security would
deter some cyber crimes, but not all. Moreover, technologically and
economically advanced nations can enhance cyber security and privacy
by making protective technologies available and affordable on the
market, but citizens of less advanced countries may not be able to
afford these alternatives.

The United States has proposed creating an international cyber
police.*® Such a system would need to be worldwide in both coverage
and participation, and would enable police to conduct rapid investi-
gations over global communication networks. Although it is unclear

37. Dynamically allocated IP addresses may still present a tracking problem.
Moreover, IPv6 allows for the allocation of unique addresses for each network node
(addresses in the current IP version 4 have been depleted). This will enable greater
clarity and reliability in determining originators and recipients of suspect messages.
See ibid., “Next Generation IP Protocols,” in section 3, and Lee Garber, “Steve
Deering on IP Next Generation,” Computer, April 1999, pp. 11-13. If the non-
disclosure feature is not used, however, privacy may be compromised.

38. José Luis Barberia, “Los paises europeos del G-8 rechazan el plan de EE UU
de crear una ‘ciberpolicia’ mundial,” El Pais Digital, May 16, 2000, reported at
(www.elpais.es/p/d/20000516/sociedad/ciberpol.htm); “Rich Nations to Work To-
gether Against Cyber Crime” (Reuters), New York Times on the Web, May 15, 2000,
reported at (www.nytimes.com/reuters/international/international-crime-c.html).
Joelle Diderich, “G8 to Work Together Against Cyber Crime” Reuters, May 14,
2000, which was reported at (http://www.zdnet.com/zdnn/stories/news/0,4586,
2569402,00.html). See also Anne Swardson, “International Officials Admit Internet
Security Holes,”” Washington Post on Line, May 16, 2000, available at (washington-
post.com/wp-dyn/articles/A12013-2000May16.html).
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what the United States intends beyond voluntary coordination, the
European Union reacted unfavorably, citing privacy implications.®® A
full-fledged international police force would exemplify an extreme of
the reactive approach; its mere existence would pose concerns about
the security and integrity of information it acquires, the reliability of
its operators and users, the trustworthiness of international partici-
pants, and the possibility of its use for unlawful purposes (by member
states, police officials, or criminals and terrorists).

Some forms of international cooperation will nonetheless be re-
quired to combat transnational cyber crime. The draft “International
Convention to Enhance Protection from Cyber Crime and Terrorism,”
presented following Chapter 6, combines protective and reactive mea-
sures with provisions for protecting privacy and other civil liberties.
This draft calls upon States Parties to establish cyber offenses as crimes
under domestic law. Thereafter, investigations, extraditions, prose-
cutions, mutual legal assistance, and judicial proceedings are to be
carried outin accordance with the laws of the States Parties.*® Intrusive
international law enforcement procedures may be allowed, but only
in accordance with domestic legal standards and mutual legal assis-
tance treaties. The proposed convention explicitly states that it shall
not be construed to require an infringement of the privacy or other
human rights of any person as defined by the laws of the requested
state. To ensure systematic monitoring and implementation of this
provision, the draft proposes to create a group of experts dedicated to
the protection of privacy and other human rights.**

In some cases, especially those involving international exchanges
of sensitive information and monitoring of networks by law enforce-
ment, special procedural safeguards for privacy may also be necessary.
Domestic and international exchanges among technology and law
enforcement experts of data regarding past and suspected computer

39. Diderich and Reuters, May 14, 2000.

40. Draft “International Convention to Enhance Protection from Cyber Crime
and Terrorism,” arts. 2-8.

41. Ibid., art. 13.
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crimes, anomalies in computer operation, network vulnerabilities,
modes of penetration, alerts, and warnings, fall into this category.
Such data—no doubt relevant and probably crucial for effective re-
sponse to cyber crime—are likely to contain sensitive security and
personal information, including aliases, identities, and passwords. In-
formation about the citizens of one country may be provided to entities
in other countries, whose privacy laws may not afford the same level
of protection. An agreed-upon privacy policy—whether deference to
domestic practices or a reasonable minimum level of protection—
acceptable to parties in the international exchange, would help guard
privacy during such information exchanges.

Businesses, such as information infrastructure or service providers,
may also be called upon to reveal sensitive information concerning
attacks, vulnerabilities, and personnel as part of investigative or pre-
ventive measures. Even though the support of commercial entities is
often required, they are reluctant to share sensitive security-related
information with the government.*2 Disclosure and attribution of such
information may have the consequences of disrupting business objec-
tives, causing economic losses, triggering unwelcome legal proceed-
ings, and threatening individual employees. Employees are in many
cases subject to loss of their jobs for unauthorized revelation of sus-
pected criminal activity; and businesses should be concerned about the
personal safety and privacy of employees when dealing with a sus-
pected crime or perpetrator, or they should be compelled to have such
concern by legislation or economic incentives. Preserving the identity
of institutions and their employees in tracking, tracing, and investi-
gating crime against them may be a crucial vehicle for building the
necessary public—private sector cooperation in this area.

Automation is particularly important to enhance both security and

42. See Donn B. Parker, “Sharing Infrastructures’ Cyber Crime Intelligence,” SRI
Consulting, unpublished paper, December 1999, pp. 16-17; and David J. Thelander,
presentation at the Stanford Conference, December 67, 1999; testimony of Bruce J.
Heinman, executive director, Americans for Computer Privacy, on “Internet Security
and Privacy,” before the United States Senate Judiciary Committee, May 25, 2000.
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privacy. The use of automated and semiautomated tools facilitates
near-real-time detection of security breaches, tracing to origin of at-
tack, scalability of action (detecting intrusions among large volumes
of data involved in normal network operations and responding to
intrusions that may hop across international networks), and ultimately
increased efficiency and effectiveness. Automation in searching, trac-
ing, and tracking preserves the anonymity and privacy of innocent
individuals whose messages may be subjected to search in the course
of an investigation. The protection of privacy ultimately relies on a
combination of automated and other protective technologies as well
as laws that constrain law enforcement. Where law enforcement meth-
ods are intrusive and automation is not available or fully reliable, legal
constraints are especially necessary.

3. Criminal Law and Constraints
on Police Behavior

Constraints on police behavior in cyberspace have received far less
public attention than privacy problems. This is partly because they are
narrowly focused on criminal investigation—whereas privacy interests
span personal, commercial, and government realms—and partly be-
cause what is necessary and legally permissible in cyber-related inves-
tigation and prosecution procedures is still being determined.

The protections against self-incrimination and unwarranted
searches and seizures and the rights to due process of law apply in
cyberspace as anywhere else, yet technological realities can complicate
the observance of these rights. The pursuit of crimes committed over
international computer networks is also complicated by the differences
in domestic procedures and the absence of a system of international
criminal law.
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Search and Seizure

In most legal systems, the main sources of law that govern searches,
seizures, and other modes of police behavior are constitutions, legis-
lation, and case law. Investigation and seizure of evidence in demo-
cratic states are governed by laws that protect citizens vis-a-vis the
state and its law enforcement powers. In many states, searches and
seizures must not only be legally authorized, they must also be carried
out with due respect for civil liberties.*® In the United States, for ex-
ample, these principles are protected by the Fourth Amendment to the
Constitution, which states that ““the right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no warrants shall
issue, but upon probable cause, supported by oath or affirmation, and
particularly describing the place to be searched, and the persons or
things to be seized.”

The concept of ““search” can be defined broadly to include not
only the search of a place or person but also other invasions of privacy
such as wiretapping. Searches may be held upon consent of the indi-
vidual to be searched, as long as specific consent criteria are satisfied.
Many national legal systems prohibit the admission in criminal pros-
ecutions of evidence obtained unlawfully; the rationale for and the
extent of exclusion vary.*

Such differences make it difficult for states to agree on a common
international standard of police behavior. Sovereignty issues, ad-

43. In most countries, the competent authority to issue a search warrant is a judge
or a magistrate. In China, Italy, and South Africa, however, this authority can be
vested in a member of the prosecution service or the police. See Johannes Lensing,
“General Comments,” in Bradley, ed., Criminal Procedure, p. 427.

44. U.S. courts exclude evidence obtained as a result of unlawful police conduct.
Argentina, Canada, England, France, Germany, Russia, South Africa, and the U.K.
determine the admissibility of evidence depending on the fairness of the proceedings.
Courts in France and Germany enjoy some discretion depending on the rules violated
in obtaining the evidence. China and Israel consider only the reliability of evidence.
See ibid., pp. 427-29.
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dressed by Drew Arena of the U.S. Department of Justice, complicate
international investigations:

[T]he basic problem is presented by a nation’s perception of its na-
tional sovereignty. To what extent must it assert its sovereignty to
protect its citizens and enforce its criminal law? To what degree is it
prepared to compromise that sovereignty for the sake of (reciprocal)
international cooperation? For example, could the U.S. enter into an
agreement which provided that foreign officials, armed with legal
process in their country, would be searching data bases in the U.S.
from abroad, unless we were satisfied that the Fourth Amendment’s
probable cause requirements had been met? How would we reconcile
such an agreement with the rigorous standards to be met for domestic
law enforcement to obtain access and disclosure of electronically
stored data in our criminal law (Title 18 Section 2703)? How would
we avoid treating it as an unauthorized access under Title 18 Section
1030? On a practical level, how would we know that a foreign law
enforcement access to a data base was not a hacker’s attack?+®

These challenges do not preclude international cooperation. For
example, the convention proposed in this volume explicitly recognizes
the priority of national laws. It also helps clarify which rules should
apply in transnational investigations, extraditions, and judicial pro-
ceedings by establishing priority in jurisdiction and venues for coop-
eration and mutual legal assistance. When a requested state is asked
to assist—in identifying and tracing cyber attacks, executing searches
and seizures, locating or identifying persons, examining objects and
sites, securing and exchanging information and evidentiary items, and
S0 on, by electronic and other means—rules of this requested state will
apply.“® Moreover, the proposed convention requires that requests be
made upon a reasonable belief that an offense has occurred and that
evidence is contained in cyber systems within the territory of a re-
guested state. The requested state will then undertake the preservation

45. Drew C. Arena, “Obstacles to Consensus in Multilateral Responses to Cyber
Crime,” Presentation at the Stanford Conference, December 6-7, 1999, pp. 5-6.

46. Draft “International Convention to Enhance Protection from Cyber Crime
and Terrorism,” arts. 5, 6, and 11.
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of such data, but it will not be compelled to release the data unless
presented by the requesting state with adequate cause for release.*

The technology of searching and seizing electronic evidence pres-
ents challenges of a different nature.*® Computer hardware and disks
may need to be obtained as evidence. Surveillance of network and user
behavior may also be necessary, along with searches and forensic
investigation of e-mail messages, user files, customer or employee re-
cords, and encryption keys. Surveillance may be needed before, during,
and after an incident to determine whether a crime has occurred and
how to respond. Available methods range from wiretaps on phone
calls and Internet communications to various tagging and tracing tech-
niques (user, chip or software ID, network IP address, location detec-
tor, etc.), room bugs, and cameras (possibly tied into face-recognition
systems). Suspect computers can be remotely monitored by capturing
keystrokes, passwords, e-mail messages, attachments, and desktop
files. Police may also monitor the “computer underground”—skilled
but not directly suspected hacker communities—to gain insights into
the nature of the attack and possible attackers.*®

National laws often contain exceptions to balance protective civil
liberty principles with the need to maintain public safety and order.
These exceptions can help guide the police to determine the legal
boundaries in computer searches and seizures in the absence, or in
early stages of development, of cyber laws. Exceptions can also create
opportunities for abuse of law enforcement powers. Many countries
still lack specific computer-related laws and procedures, so they refer
to general criminal laws in cyber cases. Alternatively, the U.S. De-
partmentof Justice has published, and regularly updates, specific “Fed-
eral Guidelines for Searching and Seizing Computers.” The guidelines
address the Supreme Court’s strong preference for warrants in searches

47. 1bid., art. 9.

48. As discussed by Dorothy E. Denning, “Constraints to Technical Coopera-
tion,” presentation at the Stanford Conference, December 6-7, 1999.

49. For more on this, see Whitfield Diffie and Susan Landau, Privacy on the Line:
The Politics of Wiretapping and Encryption (Cambridge, Mass.: MIT Press, 1998).
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and seizures, as well as the limited exceptions to Fourth Amendment
requirements. As such, the guidelines provide a suitable background
for the discussion of the exceptions, drawing upon technical and in-
ternational realities to evaluate their application in cyberspace. The
exceptions to the warrant requirement include:*°

(a) Lackofreasonable expectation of privacy. The Supreme Court
defines a ““search” as an intrusion by police into an area where indi-
viduals have a “reasonable expectation of privacy.””s* Generally, no
one has an expectation of privacy as to something that can be observed
by the public.52

Whether the Internet is a public space or a private space, where
search warrants are usually required, is still legally unsettled.>® Deter-
minations have been made in specific cases, depending on the type of
electronic transmission sent and the recipient of the transmission.>*
For example, real-time, Internet conversations observed by an agent
in a chat room lacked Fourth Amendment protection, because the
defendant did not have a reasonable expectation of privacy vis-a-vis

50. “Federal Guidelines for Searching and Seizing Computers,” available at (http:/
/www.usdoj.gov/criminal/cybercrime/search_docs/toc.htm), additional documents
available at (http://www.usdoj.gov/criminal/cybercrime/searching.html). See also
Craig M. Bradley, “United States,” in Bradley, ed., Criminal Procedures, pp. 395-
424, Specific cases establishing the principles are noted.

51. Katzv. United States, 389 U.S. 507 (1967).

52. For example, flying over a suspect’s land in a helicopter to verify the growing
of marijuana (Florida v. Riley, 488 U.S. 445 (1989)), searching trash bins left at the
curb of the house for pickup (California v. Greenwood, 486 U.S. 35 (1999)), and
using an electronic beeper to track a car’s location on the highway (United States v.
Knotts, 460 U.S. 276 (1983)) are not considered to be ““searches.”” However, placing
an electronic beeper in a container of chemicals in order to determine whether the
container remained inside the suspect’s house was considered a “search’ subject to
Fourth Amendment requirements (United States v. Karo, 468 U.S. 705 (1984)).

53. SeeBradley, “United States,” p. 403 for adiscussion and references on searches
in private versus public spaces, such as in structures versus outdoors. See also Noah
D. Zatz, “Sidewalks in Cyberspace: Making Space for Public Forums in the Electronic
Environment,” Harvard Journal of Law and Technology 12 (Fall 1998): 149.

54. Supplement to Federal Guidelines for Searching and Seizing Computers
(1999), available at ¢http://www.usdoj.gov/criminal/cybercrime/supplement/s&sup
pii.htm#11F).
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other participants in chat room discussions.>® However, a determina-
tion regarding the public or private nature of the Internet cannot be
made categorically, because the Internet can be used in different ways,
with more or less reasonable or justifiable expectations of privacy.

(b) Informants and undercover agents. The use of informants or
undercover agents to aid investigation is generally permitted by law.

In accessing electronic bulletin boards and chat rooms undercover
agents are not required to identify themselves as such, but must confine
their activities to those authorized for other users.>® The sender of an
e-mail message, like the sender of a letter, runs the risk that he is
sending that message to an undercover agent. A governmentinformant
or undercover agent may capture and record the contents of electronic
conversations to which he is a party, just as an agent may record a
conversation in which he is a participant.>” However, the inexperience
of police in Internet-related cases may lead them to draw erroneous
conclusions about apparently incriminating information. If an agent
is to exercise law enforcement powers as a result of undercover ac-
tivities, he must still demonstrate probable cause and fulfill other re-
quirements.®®

(c) Plainview doctrine. Evidence of a crime may be seized without
a warrant, if a police officer is in a lawful position to observe such
evidence and its incriminating character is immediately apparent. This
applies to situations where police enhance their ability to observe by
commonly used means, such as binoculars or a flashlight. In such cases,
there is no reasonable expectation of privacy, and police observation
is not considered a search. However, creating plain view by means of

55. United States v. Charbonneau, 979 F. Supp. 1177 (S.D. Ohio 1997).

56. United States v. Aquilar, 883 F. 2d 662, 705 (9th Cir. 1989), cert. denied, 498
U.S. 1046 (1991); Pleasant v. Lovell, 876 F. 2d 787, 803 (10th Cir. 1989).

57. Supplement to Federal Guidelines.

58. See Steve Jackson Games, Inc. v. United States Secret Service, 816 F. Supp.
432 (W.D. Tex. 1993), aff'd, 36 F. 3d 457 (5th Cir. 1994). The court ruled that, even
though the agent believed the probable cause in good faith, his lack of due diligence
in learning about the suspect and his seizing of materials, which were intended for
publication but were not recognized as such by the agent, were unlawful.
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“moving” or “disturbing” items, or using sophisticated electronic de-
vices, must be justified by probable cause.>®

If agents with a warrant to search a computer for evidence of
narcotics trafficking observe a list of passwords taped to the computer
monitor, the list may also be seized.®® The application of enhanced
plain view to cyberspace is less clear. Some applications may depend
on what is considered public or private space on the Internet, because
government investigators can lawfully be in a public space without a
warrant and they may observe illegal activity in plain view.5! Discre-
tion in using this exception is necessary because computer and multi-
media communications technologies advance very rapidly, making it
difficult to distinguish what electronic devices are sophisticated and
uncommon enough to require probable cause.

(d) Wiretaps. Wiretaps may be performed by federal agents only
for certain specific crimes, upon application to a judge through high-
level officials at the Department of Justice. State agents must gain
approval of high-level state law enforcement officials. Approval may
be waived in case of emergencies that involve “conspiratorial activities
threatening to national security,” “conspiratorial activities character-
istic of organized crime,” and “immediate danger of death or serious
bodily injury to any person.”’¢?

It may be difficult to detect and determine, in a timely manner,
whether an Internet surfer is engaged in conspiratorial activity rather
than electronic commerce or mere chatting. To assist such detection
and determination, Bowden proposed the use of “trawling warrants.”

59. Creating plain view by moving or disturbing items was ruled unlawful in
Arizonav. Hicks, 480 U.S. 321 (1987). In United States v. Place, 462 U.S. 696 (1983),
the Supreme Court concluded that the limited and “low tech” nature of enhanced
plain view intrusion did not require probable cause. However, the use of sophisticated
devices to enhance plain view would intrude upon a citizen’s reasonable expectation
of privacy and does require probable cause. See Bradley, ““United States,” pp. 403-4.

60. Supplement to Federal Guidelines.

61. See Zatz, “Sidewalks in Cyberspace.” See also Larry Downes, “Electronic
Communications and the Plain View Exception: More ‘Bad Physics,””” Harvard Jour-
nal of Law and Technology 7 (Spring 1994): 239.

62. 18 U.S.C. 8§ 2510-2518.
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A required “trawling warrant” would specify a logical circuit or do-
main of capture, rather than allowing the capture of all messages on
a topic or from or to a person. Signals from this specified domain
would be automatically selected by computer against a “certificate”
issued by a Secretary of State (or similar authority) that contains the
description of the target subject matter suitable for machine searching.
To limit abuse, the issuer would need to guarantee that uncertified
intercepted material would not be looked at, read, or listened to by
any person. Exemptions for extended interceptions for national se-
curity reasons could be given on a case-by-case basis only.®* However,
one must be warned that facing the difficulty of such narrow, targeted
wiretapping of speedy and possibly disguised electronic communica-
tions, law enforcement may be—and has been—tempted to utilize
large-scale, indiscriminate, and intrusive surveillance instead.®*

(e) Exigent circumstances. “When destruction of evidence is im-
minent, a warrantless seizure of that evidence is justified if there is
probable cause to believe that the item seized constitutes evidence of
criminal activity.”’®® Investigators must consider the degree of urgency,
the time necessary to obtain a warrant, whether the evidence is about
to be removed or destroyed, the destructibility of evidence, the possi-
bility of danger, and whether suspects are aware that they are being
observed or followed. This exception also justifies warrantless searches
if the circumstances would cause a reasonable person to believe that
an immediate search is necessary. Such circumstances involve the need
for immediate aid,%¢ escape of a suspect, or another emergency or

63. Bowden, “Unprecedented Safeguards for Unprecedented Capabilities.”

64. According to Mark Rasch, a former federal computer-crime prosecutor, the
wiretapping system used by the FBI is “the electronic equivalent of listening to
everybody’s phone calls to see if it’s the phone call you should be monitoring.” See
King and Bridis, “FBI’s System.”

65. United States v. David, 756 F. Supp. 1385, 1392 (D. Nev. 1991). For a
discussion of exigent circumstances in computer searches and seizures, see Federal
Guidelines.

66. Mincey v. Arizona, 437 U.S. 385, 392-93 (1978).
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frustration of legitimate law enforcement objectives.’” A warrantless
seizure under exigent circumstances does not automatically justify a
warrantless search.%®

If police lawfully observe a suspect’s computer screen displaying
evidence of crime, and then see the suspect modifying or deleting files
containing such evidence, police may justifiably download them or
seize the computer. However, the application of exigent circumstances
to searching and seizing data from two or more computers on a wide-
area network, used by individuals other than suspects, is less clear and
should be determined upon a careful examination of each situation.®®
Electronic data are generally perishable. Integrity of data can be com-
promised by humidity, temperature, vibrations, physical mutilation,
strong magnetic fields, computer commands to erase or re-format, and
so on. This condition may strengthen the grounds for this exception,
but only in the presence of probable cause.

(F) Consent search. Neither probable cause nor a warrant is re-
quired if a police officer obtains a suspect’s consent for a search. The
police are not required to inform the suspect of his right to withhold
consent.” The only criterion that must be satisfied is ““voluntariness,”
defined in terms of whether a reasonable “person would feel free to
decline the officers’ requests or otherwise terminate the encounter.””*
The burden is on the government to prove that the criterion is met.

Defining the scope of consented search on a networked computer
can be problematic when consent to search one computer does not
necessarily extend to other computers or equipment that may be phys-
ically or virtually connected to it. Encryption creates another chal-
lenge. An encrypted computer file can be analogous to a locked file
cabinet (because the owner is attempting to preserve secrecy) or to a

67. United States v. Arias, 923 F.2d 1387 (9th Cir.), cert. denied, 112 S. Ct. 130
(1991).

68. United States v. David, 756 F. Supp. 1385, (D. Nev. 1991).

69. Federal Guidelines.

70. Schneckloth v. Bustamonte, 412 U.S. 218 (1973).

71. Florida v. Bostick, 501 U.S. 429 (1991).
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document written in a language foreign to the reader. A warranted
search would authorize searching for and seizing encrypted informa-
tion, as well as requesting authority to decrypt (to “break the lock”
on the cabinet or to “translate” the document). If, however, the search
is based on consent, a court may find that a target who encrypted his
data and did not disclose the necessary decryption key has tacitly
limited the scope of his consent. If police do not ask explicitly for
consent to search the encrypted material, or such consent is refused, a
warrant may be required for the encrypted data.”

(g) Border search. As a condition of crossing the border or its
“functional equivalent,” officials can search people and property with-
out a warrant and without probable cause.” Incoming baggage, per-
sons, mail, as well as diskettes, tapes, computer hard drives, and other
media, fall under this exception.™

Thisexception highlights the quintessential law enforcement prob-
lem created by cyberspace. On the one hand, cyberspace is tied to
physical locations of ISPs and Internet users within some sovereign
territory. On the other hand, sending an e-mail message is categorically
different from crossing a national border in person or sending a paper
letter. Regular mail travels intact and enters its international destina-
tion through an established border post. E-mail travels in the form of
several packets of coded information that may separate enroute and
pass through servers located in various countries. The border search
exception does not readily apply to data transmitted electronically
because its justification, based on the sovereign’s power to exclude
illegal articles from the country, no longer applies once such articles
have come into the country undetected.”

Network monitoring, as a protective measure conducted by com-
puter security specialists (without involvement of law enforcement)

72. United Statesv. David, 756 F. Supp. 1385 (D. Nev. 1991); Federal Guidelines.

73. United States v. Ramsey, 431 U.S. 606 (1977), cert. denied, 434 U.S. 1062
(1978).

74. Federal Guidelines.

75. lbid.
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for the purposes of optimizing network performance and ensuring
security, generally will not face constraints of criminal law. Cooper-
ation among ISPs and computer security professionals could be sum-
moned to protect hardware, software, and databases. Thiswould serve
not only the goal of combating cyber crime (which may have a lower
priority in nongovernmental, for-profit organizations), but also im-
mediate goals of meeting contractual commitments to customers,
maintaining continuity of business, and guarding against liabilities
that may arise from allegations of negligence. More effective computer
security and timely detection of and response to unauthorized access
or use of cyber systems would help reduce both cyber crime and intru-
sive law enforcement.

Should police investigation become necessary, the use of auto-
mated near-real-time intrusion detection, tracking, containment, re-
sponse, and reporting capabilities would more readily satisfy the legal
constraints imposed on this activity. Automation may not solve all
problems, but where available and appropriate, it could provide
grounds for probable cause, identify suspects, and collect a certain
amount of evidence, while preserving the anonymity of uninvolved
network users. Some automated methods may be limited in scope to
local orientation and reaction, which is ineffective in the internet-
worked global environment. A global response to cyber crime de-
mands capabilities to correlate intrusion/attack symptoms occurring
seemingly independently in different parts of the network. Reaction
must be coordinated and uniform. Constraints on search, seizure, and
due process of law under these circumstances are necessarily more
important.

Due Process of Law

International human rights agreements and many national constitu-
tions guarantee equal and proper treatment of individuals before the
law. This guarantee entitles individuals to protection against self-in-
crimination and arbitrary arrest, detention, or exile. If arrested, one
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must be informed at the time of arrest of the reasons for the arrest and
the charges made. The Universal Declaration of Human Rights and
the International Covenant of Civil and Political Rights entitle every
person to a fair and public hearing by a competent, independent, and
impartial tribunal, in the determination of the person’s rights and
obligations and of any criminal charge. Moreover, everyone charged
with a penal offense has the right to be presumed innocent until proved
guilty according to law in a public trial, and the right to call and
confront witnesses and to introduce evidence. No one may be found
guilty of any penal offense that did not constitute a penal offense under
national or international law at the time it was committed, nor may a
heavier penalty be imposed than the one applicable at the time the
penal offense was committed.”®

States implement such provisions through national criminal justice
systems. Suspects typically have the right to silence, although the levels
of protection differ.”” Due process of law is generally interpreted to
requireatrial or other legal proceedings, which provide fair procedures
under accepted standards of national law and international norms.
The right to qualified counsel is fairly common, but it differs in scope.”™

76. Universal Declaration of Human Rights, arts. 6-11; International Covenant
of Civil and Political Rights, arts. 9 and 14. The binding European Convention on
Human Rights embodies these principles in the *“right to liberty and security,” the
“right to fair trial,” and the prohibition of “punishment without law,” arts. 5, 6, and
7, respectively.

77. Inthe U.S., the Fifth Amendment to the Constitution provides that no person
“shall be compelled in any criminal case to be a witness against himself, nor be
deprived of life, liberty, or property, without due process of law.” In Israel, a suspect
under arrest must be informed that anything he says might incriminate him. The
suspect has the right to silence, but refusal to answer questions could strengthen
evidence against him. See Boaz Guttman, “The Right of Non-Self-Incrimination in
Israeli Law in the Context of Computer Crimes” (April 20, 2000); Israeli Criminal
Procedure Order (Testimony), 1927, 1 2(2); Israeli Evidence Order (new version),
1971, 11 47(a); Israeli Criminal Procedures Order (combined version), 1982, 1 152(b)
Criminal Procedures Law (Enforcement—Arrest), 1996, 1 28(a). China, by contrast,
recognizes no right to silence, see Liling Yue, “China,” in Bradley, ed., Criminal
Procedure, p. 86. The European Convention on Human Rights has no explicit pro-
vision against self-incrimination.

78. South Africa, the United Kingdom, Italy, and Germany are among the strong-
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Regardless of the existing domestic and international legal safe-
guards, violations of due process principles persist around the world.
The U.S. State Department reports widespread denials of basic legal
protections and due process to criminal defendants, detentions with-
out trial or charge, prolonged pretrial detentions and trial delays,
illegal searches, and infringements on citizens’ privacy rights.”

Requirements for due process of law and accountability apply fully
to computer-related cases. They also augment technological, legal, and
organizational challenges involved in combating cyber crime. Effective
and timely information exchanges among ISPs, technical experts, and
law enforcement can improve investigative functions. A global inci-
dent response capability may require teams of technical, legal, and
police experts, linked to their respective organizations, to track trends
and activities of known and potential cyber criminals and terrorists.
Accomplishing such cooperation among individuals and organizations
with different goals, cultures, and procedures is likely to be difficult
from the operational standpoint. The legitimacy of specific methods
used to accomplish such goals will be judged according to specific
situations.

General warnings are also appropriate. Proposals have been made
to assign a presumption of guilt to suspects who withhold decryption
keys, unless the defense could somehow prove nonpossession.t® Re-
versing burdens of proof in this manner may deprive an accused of the
right to a fair trial. Extensive profiling of individual behaviors on the
Internet may lead to self-incrimination. Once an infrastructure for

est protectors of this right from the perspective of the accused. See Lensing, in Bradley,
ed., Criminal Procedure, pp. 427-28. Russian citizens have a constitutional right to
qualified legal counsel, but the law permits both licensed attorneys and nonlawyers
(members of a social organizations or close family) to act as defense counsel in criminal
proceedings. See Newcombe, ibid., p. 290. In China, judges appoint legal counsel to
criminal defendants if they consider it necessary. See Liling Yue, ibid., p. 88.

79. See, e.g., “1999 Country Reports on Human Rights Practices,” Bureau of
Democracy, Human Rights, and Labor, U.S. Department of State, February 25, 2000,
available at (http://www.state.gov/www/global/human_rights/99hrp_index.html).

80. Bowden, “Unprecedented Safeguards.”
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policing of international networks is in place, it could be used to the
detriment of private citizens. The extent of intrusion justified in a
targeted and warranted police investigation is unacceptable in the
general societal context.8*

Concern over due process of law in the course of international
cooperation against cyber crime and terrorism has led to a number of
provisions in the proposed Draft Convention. As a minimum level of
protection, it allows States Parties to insist on the preservation of
national norms. It entitles any person detained by a State Party to
rights extended under national law to: communicate without unnec-
essary delay with the appropriate representative of the detained per-
son’s state or authority entitled to protect his or her rights; be visited
by a representative of that state; have this representative physically
present to observe any legal proceedings that may result in punish-
ment; and be informed of these entitlements promptly after detention.
The Draft Convention prohibits any denial or impairment of these
entitlements.®2

The proposed convention also prohibits extradition or legal assis-
tance if there are grounds to believe that a suspect will be prosecuted
or punished on account of political offense, or on account of that
person’s race, religion, nationality, ethnic origin, or political belief .53
Although strong differences exist among states concerning restrictions
on expression and political activity, this provision allows states to
prevent or hinder politically motivated or unfair prosecutions by re-
fusing or ceasing cooperation with the prosecuting state. In case of a
serious and unresolvable situation of abuse of the international regime
of technical and legal cooperation, effective economic and political
sanctions may be imposed on the offending state.®* The sanctions may

81. This view was also argued by Barry Steinhardt, presentation at the Stanford
Conference, December 6-7, 1999.

82. Draft “International Convention to Enhance Protection from Cyber Crime
and Terrorism,” art. 10.

83. Ibid., art. 19.

84. See ibid., arts. 12, 13, and 21 for the sanctions afforded by the proposed
convention.
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extend to denial of technological and economic assistance under the
regime, expulsion from the regime, and measures to limit the ability
of the offending government to benefit from participating in the inter-
national information infrastructure.

4. Conclusion

The extent to which the rights to privacy, the protections against
unwarranted searches and seizures, and the rights to due process of
law constrain an international regime against cyber crime and terror-
ism depends on the regime and the domestic laws of participating
states. National laws often contain exceptions or special privileges for
law enforcement to pursue criminal investigations. These privileges
may also threaten the protection of human rights. States have different
attitudes toward privacy, law enforcement powers, and due process.
However, unilateral responses to cyber crime are not likely to be
effective. Confronted with the need for international cooperation,
states will look for ways to reconcile these differences or attempt to
justify some inappropriate behavior. Greater emphasis on protective
technological and legal measures, and respect for civil liberties in the
course of cooperation, will help reduce the latter outcome.

Overall, protective measures, which aim to reduce cyber vulnera-
bilities and rely on computer security staff for initial reaction to inci-
dents, are less intrusive than measures designed to allow extensive law
enforcement presence in cyberspace. The protective approach can be
implemented through encryption, automation, and anonymous tag-
ging and tracking—recording fields in packet header information, for
example, which does not intrude on the content of messages, or router-
assisted fingerprinting of packets without disclosure of their originator
unless sufficient evidence of crime emerges. Although better measures
will need to be designed and updated continuously to keep up with
offenses, this approach can afford greater protection against both
cyber crime and intrusive law enforcement.

The reactive approach necessarily involves the participation of law
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enforcement officials, who will likely scan files, review content, and
engage in other surveillance of communications to collect evidence
and to identify perpetrators. Engaging in such activities on a wide
“preventive” scale, rather than in specific cases with established prob-
able cause of crime, would raise legal and moral concerns of unduly
intrusive policing. Furthermore, even in specific cases of suspected
crime, limiting the scope of targeted surveillance may be technologi-
cally and operationally difficult. This approach places communica-
tions of innocent people and their private information at risk. The
reactive approach requires greater scrutiny.

While clearly threatening to civil liberties, reactive measures would
not necessarily result in fewer crimes and better law enforcement. Even
in most technologically and economically developed countries today,
police lack equipment and training to meet the growing challenge of
the electronic dimensions of crime. Technical experts agree that greater
automation is crucial for a timely, scalable, and less intrusive response
to international cyber crime. This offers hope that, in the name of both
efficiency and civil liberties, relatively nonintrusive technological mea-
sures will be developed and implemented in the near future. Such
solutions should provide a more suitable balance among security, law
enforcement, and civil liberties in cyberspace. Reactive measures will
also be enhanced, however, and will need to be fashioned and moni-
tored so as to ensure adequate protection of human rights.

The technologies of crime and punishment are undergoing a rapid
and profound evolution. But though such technologies constitute a
moving target for evaluation, the legal and normative principles dis-
cussed here will endure, because they are independent of specific tech-
nological means. As such, they can provide a framework for building
aglobal infrastructure and policy environment that balances the needs
for crime-free business, government, and personal communications,
with the protection of property, privacy, and civil liberties.

Tensions between security and civil liberties may emerge. These
tensions should be carefully examined with the awareness of threats
and social implications of measures against cyber crime and terrorism.
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Ensuring the protection of fundamental rights to privacy, protection
against self-incrimination and unwarranted searches and seizures, and
due process of law is critical. Such protections should be prominent
among the design criteria for technological, policy, and legal measures,
and should be enforced by law and strong economic and political
incentives.

Governments value liberty, privacy, and security differently. Na-
tional rules concerning the intrusiveness of law enforcement, protec-
tion of citizen’s rights, and international cooperation, reflect the coun-
try’s normative choices about the roles of the state, market, and
individual. Constituting the basis of domestic law, these horms affect
the international behavior of nation-states. An international regime
can help influence these norms over time. Today, when an interna-
tional regime to combat cyber crime and terrorism is becoming a
reality, there is a special opportunity to promote greater respect for
human rights. At the very least, methods for international technolog-
ical and legal cooperation against cyber crime and terrorism should
not be permitted to become a vehicle for governments to oppress
society.



